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The Bottom Line:

Start every day with
every computer secure,
compliant, and ready for
business

Enforces compliance
with company specific
policies and with
mandated policies

Detects non-compliance,
synthesizes a
remediation, and fixes
the problem
automatically

Significantly reduces
support costs while
creating a near
continuous level of
compliance and audit
readiness

Eliminates risk by
eliminating known
vulnerabilities

Triumfant, Incorporated
800 King Farm Boulevard
Rockville, MD 20850

301.917.6280
301.917.6299

COMPLIANCE AND CONFIGURATION MANAGEMENT

CoMPLIANT, CONFIGURED AND READY FOR BUSINESS

What would it be worth to a business or government agency to know that at the start of
every business day, endpoint machines across the organization are audit ready and
properly configured for business? What is the value of knowing that controls and policies
that span security, power management, specific configuration requirements for specific
software deployments, and federal and industry mandates are all enforced on a daily basis
without human intervention?

With Triumfant, every machine is effectively audited every day, and if a non-compliant
condition is detected, the problem is analyzed, an appropriate remediation is synthesized,
and the machine is automatically remediated to restore it to compliance. This results in a
near continuous level of compliance with significantly reduced support costs, coupled with
unparalleled visibility into the audit readiness of endpoint computers. Triumfant is also
extremely flexible, enabling users to check machines against organization specific policies
and configurations, or pre-defined policies for federal (i.e. FDCC) or industry specific
mandates (i.e. PCl).

Product Benefits:

e The analytics engine detects non-compliance or mis-configuration, synthesizes a
remediation, and applies that remediation. Automating this process eliminates the
human intensive side of the process, thereby speeding the process from discovery to
repair and eliminating support costs.

e The remediations created for detected problems are discreet and reversible and do not
require the creation and distribution of scripts or other manual processes.

e Performs these tasks with zero or near-zero visibility to the user.

e Provides centralized visibility and control into endpoint computer configurations.

e Provides extremely powerful and flexible control for tuning policies for large groups,
smaller workgroups, or individual PC’s.

e Comes out of the box with easily customizable policy templates with optional specialty
templates for FDCC compliance, PCI compliance, and Green IT Power Management.

e Patent-pending donor technology allows Triumfant to restore missing software
components by obtaining the components from other machines on the network.

e Delivers extensive, actionable reporting to provide critical insight to compliance status
and audit readiness from the machine level to executive summary views.

e Interfaces with other System Management tools so that issues can be automatically
included into trouble ticketing processes.

e Leverages Security Content Automation Protocol (SCAP) content to perform
vulnerability assessments in applications and the operating system.

e ROl is rapid and demonstrable, with most customers seeing a return on the cost of the
software in less than six months.

e Implementing Green IT Power Management will greatly accelerate the ROl and, in fact,
the savings from reduced power consumption will cover the costs of the software
before other returns are considered.
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Compliant, Configured and
Ready for Business

e Maintains endpoint
computers in an audit
ready state on a daily
basis

e Enforces broad policies
or specific mandates
and policies such as:

= FDCC Compliance

= Green IT Power
Management

= Configuring for Broad
Deployments

e Actionable reports
provide an unmatched
view as to the readiness
of the endpoint
computer environment

o Effectively removes
unauthorized
applications that
represent needless
support costs and
unnecessary
organizational risk
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COMPLIANCE AND CONFIGURATION MANAGEMENT

With Triumfant, businesses and government agencies can start every business day with
their endpoint machines compliant and properly configured. Triumfant’s unique capability
to detect unexpected changes and conditions on over 200,000 attributes means that
Resolution Manager can detect compliance and configuration issues even when there is
not a specific policy in place for a given attribute. Triumfant’s unique patent pending
analytics perform comparative analysis against endpoint computer populations to
determine if there is a normal configuration value for thousands of attributes. Automating
the determination of normal configurations for those attributes not addressed by policies
greatly extends the reach and range, and ultimately the benefit, of the configuration
management process.

Product Advantages:

e Triumfant scans every computer, every day and collects and analyzes over 200,000
individual attributes from each computer. The result is a quantum leap in diagnostic
range and accuracy that allows Triumfant to detect mis-configurations or non-
compliant states that other tools miss.

e The patent pending analytical engine eliminates the need for human intervention and
dramatically reduces the time required to remediate problems by automating the
process of diagnosing the problem, determining the proper remediation, and
performing the remediation

e Information about discovered problems and the associated remediation are stored,
helping the Triumfant platform recognize patterns that cause potentially reoccurring
problems in order to prevent further occurrences.

e Recognition filters can be manually constructed to help interpret detected problems
and shape the eventual remediations. This allows the administrator to capture and
leverage organizational knowledge to be used in the remediation process.

e Remediations restore affected machines beyond simply deleting or neutralizing the
cause of non-compliance. Triumfant holistically restores the affected machine to its
state before the problem occurred.

e Policy-driven implementation increases flexibility and control and provides very
discreet tuning of automated remediation based on specific configuration issues.

e Resolution Manager is able to readily remove unauthorized software from endpoint
computers, proactively eliminating a source for potential incidents, ensuring that there
is no exposure to improper licensing, and potentially reducing licensing costs.

e An actionable view into endpoint compliance and configuration that is unprecedented
in the industry is made possible by a wide range of standard reports, a user interface to
create custom reports, the ability to distribute reports to executives and stakeholders,
and the power to export reports to integrate the information into business documents.

About Triumfant

Triumfant offers unique analysis software that automatically discovers, diagnoses and remediates
unexpected changes and conditions on endpoint computers and servers, ensuring that these
computers are secure, compliant, audit ready, properly configured and ready for business. Triumfant
scans every computer every day, helping organizations to minimize security risks, reduce IT support
costs, ensure compliance and increase quality of service. To learn more about how Triumfant can
help your organization, please call us at 800.267.2190 or visit us at www.triumfant.com.
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